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1 Introduction

This document is intended to be a comprehensive reference detailing the environments
supported when deploying iPrism 6.400 in a Windows® 2008 Active Directory®

environment.

1.1 Scope

The information in

this document is limited to the 6.400 version of iPrism, deployed in an

environment where the iPrism appliance is to be integrated with a Microsoft Windows®
Active Directory 2008 server.

1.2 Definition of Terms

The terms included in the table below are used throughout this document.

Term/Acronym | Description

AD2003 Microsoft Active Directory 2003

AD2008 Microsoft Active Directory 2008

DNS Domain Name System: The system by which Internet domain names

and addresses are tracked and regulated.

Active Directory 2008
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2 Server Configuration

DNS should be running on the Active Directory Server. To verify this, do the following:
Verify this by choosing Start 2 All Programs - Administrative Tools - Services.

Verify that DNS Server has a status of Started. The administrator will need to manually
create a DNS A record for the iPrism if DNS is running on a server other than the
Domain Controller.

Ensure that the Time Skew (the time difference between the AD2008 server and any

client (PC or iPrism)) is less than 5 minutes. If there is a problem, the iPrism may be
unable to join the Active Directory domain and clients may not be able to authenticate.

2.1 Supported Deployment Configurations

To be supported by the iPrism 6.400 software, AD2008 must be deployed in one of the
following configurations.

2.1.1 Single AD2008 Domain Controller

In this first scenario, the iPrism is joined directly to a single AD2008 domain controller,
allowing the iPrism to authenticate users against that AD2008 domain. Negotiate
authentication is supported (Kerberos with a fallback to NTLM) when the following are
true:

¢ In any mode where the user is joined to an AD2008 domain,

e The workstation is a member of the domain or any domain trusted by the domain,

e And the user is logged in as a member of the domain or any domain trusted by the
domain.

Whether to use Kerberos or NTLM is determined by the user’s browser. There is one
exception: Internet Explorer 6, when used in Proxy mode, always uses NTLM and refuses
Negotiate authentication mode. This is supported by iPrism.

Active Directory 2008

Megaotiate authentication
[Kerberos wi fallback to NTLM)

iPrism
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2.1.2 Two Domain Controllers in Trust Relationship

In this second scenario, the iPrism is joined to a domain served by an AD2008 domain
controller using Kerberos, and that domain controller has a two-way trust relationship
with a second AD2008 or AD2003 domain controller. When iPrism is joined to a domain
served by an AD2008 domain controller, iPrism users may authenticate in the domain
served by the AD2008 domain controller. Users may authenticate in any domain trusted
by that domain. To authenticate in a trusted domain, a two-way trust must exist.

AD 200k
Damain &

W= 1

Trust relationship

. User authorized
B < by fhis server
L]

&=

Kerberos [

iPrism
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The key trust settings are displayed in the following screenshot. Note that the two-way
trust results in external, non-transitive entries in both the outgoing trust and incoming
trust lists.

shsw.mZ0domain.info Properties

Gereral  Trusts | fanaged B_I,II

Domaing trusted by this domain [outgoing trusts]:

Damain Mame |Tru$t Type |Tran$itive | Eroperties...
m14domain.info realm Ho

i

Bermowe

Diomaing that trust thiz domain [incorming tusts):

Damain Mame | Trust Type | T ransitive | Froperties. ..
1 4domain.info realm Mo

i

Bemowe

0k Cancel Apmly Help
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Additionally, in the Properties for the trust list entries, the authentication is set to
Domain-wide authentication.

wubZ008.test2008 lan.au Properties HE |

General  Authertication I

Select the soope of authentication for ugers in the sub2008. test2008. a0, au
dormnair.

% Domain-wide authentication
YWindows will automatically authenticate users from the specified
domain far all rezources in the local domain. Thiz option iz preferred
when both domainz belong to the zame organization.

{~ Selective authentication
YWindows will not autormatically authenticate uzers from the specified
dormain far any rezources in the local domain. After you clogze this
dialog, grant individual access to each server that pou want ko make
available to uzers in the zpecified domain. Thiz ophion iz preferred if the
domaing belong to different organizations.

] I Cancel Apply Help

2.2 The iPrism Active Directory Account

An AD2008 user account should be created and have Password never expires
checked. No other changes should ever be made.

Important: Password never expires should be checked because if a password
expires, a domain-wide authentication failure is likely to occur, particularly if the
password is that of the user whose account is used to join the domain.

To verify that the account has not been modified, the settings on the Account tab can
be compared to the correct ones in the following screenshots. Substitute your iPrism
account name for iprism100h and your own domain for sbsw.m20domain.info.

Active Directory 2008 Implementation Guide
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The key information to check on the Account tab is that the User logon name is in the
format HTTP/username.domain:

iprism1200 Properties ﬂ |

Organization I Member I Dial-in I E nvironment I Seszions
Femote control I Teminal Services Profile I COr+
General | Addiesz Account I Profile l Telephores I Delegation

W= [0gon nare:
HT TP iprismi 200, sbew. m20domai

shaw. m20dormain. info ;I

Izer logon name [pre-twindows 2000];
HE Jiprism1200

Logaon Hours... LogOn To... |

[ Unlock account

Account options:

[~ User must change password at next logan ﬂ
[~ Uszer cannat change password
[ Pazsword never expires

I Stare password using reversiole encruption j
—Account expires

0 Mever

" End af: Friday May 15 2003 ;I

Ok I Cancel Spply | Help I
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2.3 Client Active Directory Accounts

User accounts on the Active Directory for use by the clients themselves can be simple
user accounts, as per the following example:

userl Properties ﬂ E |

b ember Of I Dial-in I Environment I Sessions
Remate cantral I T erminal Services Prafile I COM+
General I Addresz Account | Prafile I Telephones I Crganization

Uzer logon name:;

I (@zbaw. m20domain. info j
Ilzer logon name [prewindowes 2000]:
SBSWA fusert
Logon Hours. . LogOn To... |

[ Unlock account

Account optionz:

[T User must change password at next logon ﬂ
[ User cannot change password
W Pazzword never expires

[ Store pazsword using reversible encivption LI
—Account expires

& Mever

" End of: Friday . hay 15 2009 j

QK I Cancel Apply | Help |
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The minimum requirement is that the accounts are members of the Domain Users group,
as shown in the following example:

userl Properties ﬂ E |

Remote control I Terminal Services Profile I COk+
General | Address I Account I Profile I Telephones I Crganization
tember OF | Chial-in I E rviranment I Sesziong

tember aof:
M ame Active Directory Domain Services Folder
Domain Users zhaw. m20damain. infa zers
zhaw shaw, m20domain. infodU sers
Add... | Remove |
Prirnary group: Domain Uzers

There iz no need to chanae Primany group unless
you have Macintozh clientz or POSEE-compliant
applications.

Set Frimary Group |

k. I Cancel Apply Helm
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3 i1Prism Configuration

1. From the iPrism home page, select System Settings, then Directory
Services.

2. Click Configure & Join.
3. From the Authentication Mode dropdown list, choose Server 2008.

Authentication Mode and Status

Authentication Mode

l Servar 2008 L4 J

Domain Settings

MNT Damain Domain Contrallers)

Active Directory Realm

e

Machine Account

Username Fassword

Advanced Settings

Auto-login Redirection Settings - only relevant in Bridge (transparent) mode

" Requires iPrism host entry into all participating network

Zones.

Join Cancel

4. Your NT Domain, Active Directory Realm, Machine Account, and Domain
Controllers will be populated. You can change any of these if necessary.

Note: If you change the prepopulated Active Directory Realm, you must use a
fully qualified domain name.

If you change the Machine Account, you must specify a unique machine
account name for iPrism. (iPrism must establish a machine account on the NT

domain.)

Active Directory 2008 Implementation Guide 10
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Note: The account will be created with this name and should be defined so as
to not conflict with other machine accounts on the domain. This new account
must remain, as created by the Join operation, for the duration of iPrism’s
participation within the domain. If the account is accidentally removed from
the NT server, the Join procedure must be repeated again.

5. Type the username and password of the user account that belongs to the
Domain Administrator group in the User name and Password fields,
respectively.

Important: The username must be a member of the “Domain Admins” group
for the AD 2008 domain.

This account need not be in the same AD domain as the iPrism is joining.
However, this account MUST have administrative rights in the AD domain that
the iPrism is joining. (Permissions may be granted via a trust relationship
between domains.)

The only allowable formats are as follows:

Username (e.g., jdoe)
NT Domain\Username (e.g., SALES-ABC\jdoe)
Username@ADDomain (e.g., jdoe@sales.abc.com)

6. Click Advanced Settings.

7. The fields will be prepopulated based on your authentication settings. You can
change any of these if necessary:

Active Directory Server IP Port (in the example above, 389).

Search User DN needs to be a domain user account. The DN can be in
Windows 2003/2008 LDAP format or Windows 2003/2008 UPN format (e.g.,
admin@iprism.abc.com).

Search User Password .

Important: It is not recommended that you change the Search User DN or
Search User Password fields.

The Search Base field is prepopulated, and should be set to the root domain
object of the AD forest (e.g., DC=sbsw, DC=m20domain, DC=info).

The Search Mask field is prepopulated, and should be set to
sAMAccountName=%1 (preferably) or userprincipalname=%1

The Group Attribute field is prepopulated, and should be set to memberoOf.
Each node will usually have many attributes of information about the user.
iPrism can run up to two queries to determine a user’s profile. If the value in
the Group Attribute field is a distinguished name, iPrism will perform a
second query, searching for the Group Attribute Name . This allows the
ability to use groups to define profiles, so you will not have to reconfigure
individual users. For example:

Query for user <CN=joe, DC=stbernard, DC=com> returns the values
memberOf = <CN=groupl, DC=stbernard, DC=com>

memberOf = <CN=group2, DC=stbernard, DC=com>

The iPrism client will then query each ‘memberOf’ group until it finds a valid
attribute. Since there is no mapping yet, the first valid attribute is used.
iPrism can also just retrieve a single attribute to use as the name of an access
profile on iPrism. This will then be associated with the user for access
privileges. If you want to use this feature, configure your ADO8 server to
provide such information under a specific attribute name, and list that name in
the Group Attribute Name field.

Active Directory 2008 Implementation Guide 11
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10.
11.

12.

13.
14.
15.

16.

If a Group Attribute Name is defined, iPrism will proceed as follows:

1. Authenticate the user using provided credentials

2. Look up the value of the (primary) attribute for the user

3. If the attribute is a DN, look up this DN

4. Search for the secondary (SubQuery) attribute of this DN

5. Use the value of the secondary attribute as the iPrism filtering profile
name

Note : For multi-valued attributes, the first valid match (meaning the
value maps to an existing iPrism profile) will be used.

Select an Encryption Type from the dropdown list. The following
Encryption Types are available:

TLS/SSL

TLS

SSL

None

Note : Unless the AD Server has been set up with a server certificate,
select None .

Click OK .

Bridge (transparent) mode only : Auto-Login Redirection Settings.
When using Server 2008, DNS is the only option available for Auto-Login
redirection settings. DNS redirection is required for Auto-Login, because
iPrism uses its fully qualified domain name to generate Kerberos keys
during Auto-Login. The name iPrism uses for redirection must agree with
this name. Setting DNS redirection causes the iPrism to use the same
name for both its Kerberos keys and for redirection. For more information
about how DNS works with Auto-Login, see the iPrism Knowledgebase
article “How do | resolve iPrism’s IP address using DNS?”

If your settings are correct, click Join in the Join Domain Settings frame .
Important: This may take a few minutes. If there is a problem, you wiill

receive an error message; as long as the progress bar is working, do not
click Cancel or assume there is a problem.

Click Yes to confirm.
Save your configuration by clicking Save .

If all settings are correct and the join was successful, under Current
Authentication Mode , you will see AD200x - Joined .

Set up your clients’ browsers. For instructions on specific browsers, refer
to the following articles in the Knowledgebase:

“Configuring IE for proxy mode Auto-Login”

“Configuring IE for transparent mode Auto-Login”

“Configuring Firefox”

Important: Users must proxy to iPrism’s fully qualified domain name, not
the IP address.

Active Directory 2008 Implementation Guide 12
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3.1 To set iPrism to use the Domain Controller as its NTP server

1. From the iPrism home page, select System Settings, then System Preferences.
2. In the Current Date & Time frame, click Set.

3. In the NTP Server field, type the IP address of the server that handles NTP requests.

Date & Time Settings

Time Lone

| Americaflos_Angeles

(=) MNTPServer

() ettime manually

Date [MM/DD/YYYY)

/ /

Time {HH:MM)

3.2 Verify the existence of an A record

Verify that the iPrism has a valid A record listed in the DNS server used by the clients.
(Note: The required A record is for iPrism.)

e If the DNS is not running on the Domain Controller, then a manual A record
will need to be created on the DNS Server. For instructions on how to do this,
see the iPrism Knowledgebase article “How do | setup a DNS A-record for
iPrism?”, available at
www.stbernard.com/products/support/iprism/help/iprism.htm

Note: If the machine isn’t joined to the same domain, you will be prompted
and required to enter your credentials.

Active Directory 2008 Implementation Guide 13
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4 Client Configuration

Ensure that the Time Skew (the time difference between the AD2008 server and any
client (PC or iPrism)) is less than 5 minutes. If there is a problem, the iPrism may be
unable to join Active Directory and clients may not be able to authenticate. If there is a
problem, follow the steps on page 13 to set up the Domain Controller as your NTP
server.

4.1 Important Notes

e If you are using iPrism in proxy mode, the Local Intranet Zone setting is not
required.

e If you are using iPrism in bridge (transparent) mode, the proxy setting is not
required.

4.2 Windows Clients

The Client PC must be joined to the same domain as the iPrism.

System Festore | Automatic Updates I Remate
Zeneral Computer Name I Hardware | Advanced

Jg Yaou can change the name and the membership of this
computer. Changes may affect access to netwonk resources.

Compu
Computer name:
computer-d
Full cor
Trreh Full computer name: computer-id. domain2008.com
Touse
domain More...
1D,
T — Member of
0 reng
- * Domain:

IdumainEEEE.mm

™ Workgroup:

Cancel |

QK | Cancel | Apply |

The Client must be logged in with a user account that exists on the same domain as the
iPrism.

Active Directory 2008 Implementation Guide 14
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Ensure that the client PC can resolve the iPrism host name via the nslookup command.

[z Administrator: C:\Windows'\ system32" cmd.exe - nslookup

Microgoft Windows [Verszion 6.6.600811]
Copuright (c?» 2086 Microsoft Corporation. All rights reserved. .

CislzerssAdministrator>nz lookup
Default Server: localhost
Address: 127.6.8.1

> dprisml2B@.shsw.m2Bdomain.info
Server: localhost
Address: 127.8.8.1

Mamne : iprisml28@.shsw.nZBdomain. info
Addresz: 192.168.5.114

>‘-

Active Directory 2008 Implementation Guide 15
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4.2.1 Internet Explorer on Windows

Ensure that Integrated Windows Authentication is enabled on the client:

Internet Options E |

General I Security I Privacy I Content I Connections I Programs Advanced |

Setkings

% Security ;I
O allaw active cantent from CDs ta run on My Computer®
O Allaw active cantent ko runin Files on My Computer
O Allow software to run or install even if the signature is inw:
Check for publisher's certificate revocation
O check Far server certificate revocation®
Check for signatures on downloaded programs

[§ Phishing Filter

{ Disable Phishing Filter
| {3 Turn off aukornatic website checking | vI
4 3

*Takes effect after wou restart Internet Explorer

Restore advanced settings

Reset Internet Explorer settings
Deletes all kernporary files, disables browser Peset. . |
add-ons, and resets all the changed settings. =

¥ou should only use this if vour browser is in an unusable state.

Ok I Cancel Apply

The above setting corresponds to the following registry key:
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\EnableNegotiate = DWORD:1 (for Kerberos).

Important:

¢ Internet Explorer 6 does not support Kerberos in proxy mode (IE 6 only supports
Kerberos in bridge (transparent) mode), so ensure that at least version 7 of IE is
being used on any client machines that are going to proxy through iPrism.

¢ Internet Explorer 7 cannot be used on Windows 2000 clients; customers who require
proxy support on Windows 2000 must use Firefox.

Active Directory 2008 Implementation Guide 16
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In Internet Explorer, specify the fully qualified domain name of the iPrism® in the Proxy
server section of the Local Area Network (LAN) Settings:

Local Area MNetwork (LAN) Settings E L I

— Aukornatic configuration

Automatic configuration may override manual settings, To ensure the
use of manual settings, disable automatic configuration.

[™ Automatically detect setkings

[™ Use automatic configuration scripk

fddress I

Proxy server

Use a progy server For vour LAN (These settings will nok apply to
v dial-up or uBL ;

Cancel |

Local Area Metwork (LAMN) settings

LAMN Setkings do nok apply ko dial-up conneckions., LAN setkings |

Choose Settings above For dial-up settings.

(0] Cancel Spply

L If you are using iPrism in proxy mode, you can specify either the proxy server’s fully qualified domain name
or its IP address here. However, if you are using iPrism in bridge (transparent) mode, you must use the fully
qualified domain name. IP address cannot be used.

Active Directory 2008 Implementation Guide 17
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In Internet Explorer, add the fully qualified domain name of the iPrism to the Local

intranet zone as follows:

e Select Tools & Internet Options 2 Security 2 Local Intranet - Sites >

Advanced.
e Type the fully qualified domain name.

e Click Add.

Internet Options ﬂ E

Local intranet Ed |
Local intranet |

| ou can add and remove websites from Ehis zone, All websites in
this zone will use the zone's security setkings,

Add this website to the zone:
(]

\iebsikes:

Add
hiktps f thostnarne, domain, corn RErE |

1——

[ Require server verification (https:) far all sites in this zone

Close |

Custom level... | Default level |

Reset all zones to default level |

(0 Cancel | Aol |

Active Directory 2008 Implementation Guide
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Internet Explorer must be configured for Integrated Authentication.

Verify this as follows:

e Select Tools & Internet Options 2 Security 2 Local Intranet > Custom

Level.

e Scroll down to the bottom of the list and ensure Automatic logon only in

Intranet zone is selected.

Internet Options

Security Settings - Local Intranet Zone

—Sektings

O Disable
{} Enable

O Disable
{2} Enable
=0 Scripting of Java applets
O Disable
{*} Enable
{3 Prompt
E& User Authentication

:E) Lagan

{9 Automatic logon only in Intranet zone

) Prompt for user name and passward

1| |

*Takes effect after you restart Inkernet Explarer

Al

= | Allow websites to prompt Far information using scripted winde

—Reset cuskam setkings

Bessb bl | medium-low (default)

j Fesek. ., |

=]

Cancel

Active Directory 2008 Implementation Guide
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4.2.2 Firefox on Windows

For clients who are using Firefox as their browser:
e Type about:config in the address bar.
Search for the key network.negotiate-auth.trusted-uris .

Set the value to the fully qualified domain name of the iPrism.

£ about:config - Mozilla Firefox

File Edit ‘“ew History Bookmarks Tools  Help

. & c M T ||_-L] |a|:u:uut:u:u:unFig 7T |'|Gu:u:ugle ).'
J |j about:config & |

3

Filker: I Shiows Al

Freference Mame | Status | Twvpe | walue

niebwork, htkp . version defaulk skring 1.1

netwaork,jar.open-unsafe-tvpes defaulk boolean  False

network.negotiate-auth. allow-proxies defaulk boolean  true

nebwork. neqaotiake-auth, delegation-uris defaulk skring

nebwork.neqaotiake-auth,gsslb defaulk skring

‘network.negotiate-auth. trusted-uris  user set /hostname.domain.com

network.negaotiate-auth.using-native-gsslib - default boolean  true

netwark,ntlm.send-Im-response defaulk boolean  False 2

niebwork, online default boolean  true

network, prefetch-nesxt defaulk boolean  true

network, protocol-handler . expose-all defaulk boolean  true LI
R el " gl - ol

Daone Server Type | IP Address @ v
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4.3 Mac Clients

Important Note: Auto-Login is only supported on OS X version 10.5.

Mac clients must be configured and then joined to the same domain as the iPrism. To do
this, complete the following instructions.

4.3.1 Configuring the Mac

e Set the Mac’s DNS (System Preferences 2 Network - Advanced - DNS) to
point to the Domain Controller (if the Domain Controller is also the DNS
server) or to a DNS server that can resolve the Domain Controller’'s name.

¢ Add the domain name to the search suffixes.

MO0 Network
4 | » [ Showall | Q

=
=" AirPort

[ AirPort  TCP/IP | DNS | WINS AppleTalk  802.1X  Proxies  Ethernet ]

DNS Servers: Search Domains:
192.168.100.100 G
192.168.100.101

1.COMm

+ |~ | I1Pv4 or IPv6 addresses

i

@ [Cancel) [ oK )

Via System Preferences - Sharing, set the Mac’s hostname to a reasonable value (a
valid DNS hostname of 15 characters or less).

Under Computer Name, click Edit... to edit the hostname. Leave the default suffix .info
(or .local) alone if it is there; it will be ignored.

Active Directory 2008 Implementation Guide 21



Use this name to reach this computer from machines on your local
Compt  subnet.
1 it
Local Hostname: mymac.local | D
| [luse dynamic global hostname
] i
M pvL
] Ser @ ( Cancel ) H! q ministratars
v FileL_ P 1
[1 Printer Sharing Shared Folders: Users:
[l web Sharing g2 Ken W__Folder & Ken Williams Read & Write =
[l Remote Login XL Unknown User Read Only v
[ Remate Management il Everyone Read Only v
1 Remote Apple Events
[l Xgrid Sharing

Internet Sharing
Bluetooth Sharing

<

! O
Click the lock to prevent further changes.

Set the Mac’s hostname in your DNS server. It's most convenient if your DNS server is
also your Domain Controller, but it doesn’'t have to be.

4.3.2 Joining a Mac to Active Directory 2008

e Open the Applications folder and browse to the Utilities folder.

e From here, start up the Directory Utility application.

Active Directory 2008 Implementation Guide 22



No Directory Servers Configured

ERE

| £| Click the lock to prevent further changes. (?) ( Hide Advanced Settings )

Click the + sign to add a directory. When that dialog opens, select Active Directory and
you will see the following dialog:

Add a new directory of type [ Active Directory “

Active Directory Domain: [damain.mm ]

Computer |D: [cnmputer—id |

AD Administrator Username: [adminislratur@dumain.com |

AD Administrator Password: |-u sasnsse |

(cancel) 0K

-

[‘{ﬂ Click the lock to prevent further changes. @ ( Hide Advanced Settings )

Credentials must be provided in the newer user@domain.tld form. Once joined, you will

see the directory listed in the Directory Utility.

When logging into the Mac, ensure that you select a user account that exists on the
same domain as the iPrism.

Active Directory 2008 Implementation Guide
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4.3.3 Safari on OS X
Launch Safari and surf to a web site. If the client IP address has been configured in the
iPrism for Auto-Login, a popup dialog will appear asking for your Kerberos password and
a checkbox asking whether you want to add it to your keychain.
Important Note: Auto-Login is only supported on OS X version 10.5.

e Type your password.

e Check the box if you want to add the password to your keychain.

Safari should connect. If you add your password to your keychain, you should not be
prompted again.

4.3.4 Firefox on OS X
For clients who are using Firefox as their browser:
e Type about:config in the address bar.
e Search for the key network.negotiate-auth.trusted-uris .

e Set the value to the fully qualified domain name of the iPrism.

e0o about config =
4 g LA L ! o Google i

Filter: | | ( showall )
[PreferEnEe e Status | Type | Value =
network_negotiate-auth.allow-proxies default boolean true ;‘
network.negotiate-auth.delegation-uris default string
network negotiate-auth.gsslib default string

network.negotiate-auth.trusted-uris user set  string  http:/ /hostname.domain.com

network.negotiate-auth.using-native-gss... default hoolean true

network.ntlm.send-lm-response default bhoolean false
network.online default boolean true
network prefetch-next default boolean true
network protocol-handler.expose-all default hoolean true
network protocol-handler.expose.mailto default boolean false m
network_protocol-handler.expose.news default boolean false
network_protocol-handler.expose.nntp default boolean false

network protocol-handler.expose.snews default hoolean false

4

Lnotunel: neotocol bandlor sutoensl dofaalr  cdofale bonlnam  fean 4
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5 Known Issues

The following known issues exist in the iPrism 6.3/AD2008 environment.

5.1 Kerberos Key Mismatch

In some cases, we are seeing a Kerberos key mismatch between clients and the Active
Directory server. This problem manifests itself by prompting the client with a login dialog
box in the browser (as per Basic authentication) even when Auto-Login has been
configured for that client. Logging in with valid credentials allows the client to proceed.

Active Directory does not maintain keys that it has generated previously for clients, but
rather only the current key that will be given out; once generated, they are gone and
there is no way to get at them. Hence the general recommendation is to only ever touch
the user account being used for Kerberos from a single place (e.g., by using the ktpass
command).

There does not appear to be a way to force a client to get rid of its key. It will continue
using the "host" key no matter how many times login fails. It will, however, re-fetch the
"HTTP" key each time it tries to do a manual login, which is why even when Auto Login
fails, manual login still works.

The only way to ensure this doesn't happen is to educate users that they should
not, under any circumstances, change the password on the iPrism Active
Directory account.

If for some reason the password is changed, then rejoining the domain should fix it
going forward (since it will update the key to something that the iPrism will have in its
keytab).

However, any clients that have fetched the key in the meantime will be forced to
manually login until such time as they log out (and hence flush their Kerberos cache).

5.2 Other Issues

e The Administrator will need to Save & Exit the iPrism System Configuration tool
after joining the AD2008 server and before mapping groups.

If you map a group before doing a Save & Exit and logging back into iPrism, the
group mapping will be saved but cannot be checked or used until after you have
completed a Save & EXxit.

Note: Policy Mapping does not currently work for nested groups.

¢ Regarding the Active Directory Local Policy Setting Deny access to this computer
from the network, this security setting determines which users are prevented from
accessing a computer over the network. This policy setting supersedes the Access
this computer from the network policy setting if a user account is subject to both
policies. As a result, if it is enabled with domain users, Internet access is unfiltered
when Auto-Login is used.
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