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Overview

Release 11.4 contains Filter and Encryption Portal enhancements, greater support for Security Awareness test 
messages, security updates and bug fixes.

New Features and Enhancements
•	 EP-16384 Executive anti spoofing

•	 EP-16059 Make the Encrypted Reply Annotation configurable

•	 EP-15977 Spoofing and Fuzz protection to recognize Internationalized Domain Names

•	 EP-15966 Add the ability for the Admin to have the white list apply to PHISH category messages

•	 EP-16431 Confirmation screen added before deleting quarantined message from digest

•	 EP-16392 Digest zones without content are no longer included

•	 EP-16290 Add ability to subscribe to chart reports

•	 EP-16266 Change filter Markup defaults to be surrounded in brackets and contain no colons.

•	 EP-16223 Support the addition of other recipients to the DSN for non-Compliance filters

•	 EP-15952 Allow Office 365 distribution groups to forward mail to the internet through 365mail.redcondor.net

•	 EP-15947 Support Google / Office 365 authentication for admin dashboard access

•	 EP-15935 Prevent SAE messages from being scanned

•	 EP-15903 Grey list inbound connections from foreign countries – Appliance Only

•	 EP-15866 X-FRAME-OPTIONS set to DENY in web server

•	 EP-15832 Support for custom signatures in Encryption Portal

•	 EP-15805 Allow Admin to determine action to take on SPF PermError

•	 EP-15780 Include category in reports whether or not action was Accept

•	 EP-15652 Do not block SAE messages at the smtp session level

•	 EP-15625 Configure display of Friends/Enemies list on PD at the domain level 

•	 EP-15485 When message released from quarantine allow MIME From: to be white listed

•	 EP-15478 Option to send notification when Compliance Special Routing is triggered

•	 EP-15488 Support display of more than 300 messages in the PD

•	 EP-15296 Support automatic mailbox deletion for the mailbox discovery by message count 

•	 EP-13397 Add mailbox discovery failure report

•	 EP-16404 Allow Admin to override sender’s DMARC policy

Bug Fixes
•	 EP-16582 Encryption customization does not work with shared outbound IPs.

•	 EP-16571 Bad data in Exempt Rule sender list causes filter to accept all messages

•	 EP-16170 DMARC report errors – disposition and date incorrect.

•	 EP-16145 Unsubscribe link added to Inbound/Outbound Traffic report

•	 EP-16429 CorelDraw .cdr file mistakenly caught as zip attachment.

•	 EP-16412 Update of Static Verifier settings causes passwords to be lost.EP-16403 Message caught by SPF with 
MarkUp Action is not subject to the White list
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•	 EP-16285 View link in digest takes user to console-lite even though last used the regular console

•	 EP-16284 Limit notifications to once per incident instead of once per server

•	 EP-16278 Reply all in console lite doesn’t reply all

•	 EP-16260 Reply All in the encryption portal (park/pull) doesn’t reply all

•	 EP-16219 Support very large data sets in summary report generation

•	 EP-16207 Log search on appliance dashboard fails when file is binary

•	 EP-16152 Mailbox default settings not following domain settings

API Changes
•	 EP-15763 API command to grant admin access not working if user does not exist

•	 EP-15961 Command line API not working for an Account Admin

•	 EP-14217 List Domain by account does not honor domain starts with parameter

•	 EP-14007 Some Admin User Commands not working - create user, assign/revoke user admin role, delete admin 
user

•	 EP-12258 XML API should validate mailbox address


